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Abstract 

Electronic control systems are widely used in modern automobiles, which greatly improves the power, safety, fuel 

economy and emission of automobiles, and at the same time, greatly improves the driving comfort of automobiles. 

However, it also makes the system more complex, and the fault diagnosis of maintenance personnel sometimes 

becomes extremely difficult. The development and application of automobile fault self-diagnosis system provides 

convenience for automobile drivers and maintenance personnel to find and eliminate faults in time. At present, 

most of the new automobile diagnostic equipments provide data stream reading function. Through the dynamic 

monitoring of electric signals in automobile running, the dynamic data are arranged and compared, so as to 

determine the causes and positions of faults. Using the dynamic data flow function of the fault diagnosis 

instrument, the dynamic data of the input and output signals of various sensors and actuators in the automobile 

electronic control system can be read out. This paper introduces the method of fault diagnosis of automobile 

electronic control system by using data stream, and explains the important role of data stream analysis in fault 

diagnosis of electronically controlled automobile. 
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Ⅰ. Introduction 

The application of automotive electronic control system not only improves the vehicle power performance, but also 

improves the fuel economy and vehicle emission, but also makes the vehicle fault diagnosis complex [1]. The 

development and application of automobile fault self diagnosis system provides convenience for automobile 

drivers and maintenance personnel to find and eliminate faults in time during automobile operation [2]. With the 

continuous improvement of automobile technology, the electronic control systems with different functions in 

modern automobile are increasing. Automotive electronic control systems are generally equipped with fault self 

diagnosis system. The self diagnosis system determines whether the sensor works normally and outputs fault codes 

by monitoring each circuit or software of the electronic control system to determine whether the electrical signal of 

the sensor is within the specified range [3]. In addition to the functions of code reading and code clearing of 

microcomputer fault self diagnosis system in electronically controlled vehicles, the microcomputer fault detector 

also has the function of dynamic test [4]. When the simple fault code can not find the fault, it is particularly 

important to detect and analyze the data flow. The ability to analyze data flow has become the yardstick of the 

level of automotive electronic control maintenance personnel [5]. Using the dynamic data flow function of the fault 

diagnosis instrument, the dynamic data of the input and output signals of various sensors and actuators in the 

automotive electronic control system can be read out. By analyzing these data, it is easier to judge the type and 

location of the fault. 

Electronic control systems are widely used in modern vehicles, which has greatly improved the power, safety, fuel 

economy and emission of vehicles, and greatly improved the driving comfort of vehicles [6]. However, it also 

makes the system more complex, and sometimes the fault diagnosis of maintenance personnel becomes extremely 

difficult. The dynamic data flow detected by the fault self diagnosis system can be displayed automatically, which 

brings unexpected help to the fault diagnosis of electronically controlled vehicles [7]. However, at present, many 

maintenance personnel only rely on fault code to judge fault, and do not make full use of data flow function. At 
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present, most of the new automotive diagnostic equipment provide data stream reading function. Through the 

dynamic monitoring of electric signal during vehicle operation, the dynamic data are arranged and compared to 

determine the cause and location of fault. Data flow function has unique advantages in diagnosing soft faults of 

electronic control system [8]. At present, many maintenance personnel only rely on fault codes to judge faults, and 

do not make full use of data flow function. Using data flow to diagnose the fault of electronically controlled 

vehicles is of great significance to improve the fault diagnosis accuracy of electronically controlled vehicles. This 

paper aims to study the influence of dynamic data flow analysis technology on automobile fault diagnosis. 

Analyzing the data flow can effectively make up for the deficiency of fault code diagnosis. Through 

comprehensive analysis and judgment of the vehicle, the fault cause can be determined accurately and quickly. 

Ⅱ. Causes of Soft Faults in Electronic Control System 

The work of electronically controlled fuel injection engine is mainly to control the oil supply under various 

working conditions through the engine electronic control system, and the oil supply must match the engine. This 

matching relationship must be the relationship between the condition of the electronic control system and the 

actual condition of the engine. The actual working condition is unique to the engine, and the electronic control 

system needs many parameters to reflect and determine this unique working condition. When the electronically 

controlled automobile runs normally, the voltage values of the input and output signals of the microcomputer 

control system have a certain change range. When the voltage value of a certain circuit signal exceeds the specified 

range or cannot be recognized when it is sent to the microcomputer, and this phenomenon can be maintained for a 

period of time, the microcomputer judges that this part of the signal circuit is faulty, and stores the fault in the 

memory in the form of code [9]. The parameters obtained by the engine electronic control system are transmitted 

by various sensors in the form of electrical signals, and the electrical unit signals of various sensors have an 

artificially specified range. When the electrical signals of a certain circuit exceed the specified range or send 

signals that cannot be recognized by the electronic control unit, this phenomenon will not disappear for a period of 

time. 

The self-diagnosis system of the electronic control unit judges that this part of the signal circuit has a fault, and 

stores the fault in the random access memory inside the system in the form of a fault code. If the working 

characteristics of the sensor change, such as sensitivity decrease, measurement error increase or response speed 

slow, the input signal will be distorted. Generally, the self-diagnosis system can only monitor the circuit signal of 

the electric control system, and can only monitor the range of the signal, but can not monitor the change of the 

sensor characteristics [10]. The linear throttle position sensor should output a voltage signal proportional to the 

throttle opening, and the control system can judge the throttle opening, that is, the load, according to its input 

voltage signal, so as to determine the fuel injection quantity and other controls. The control system transmits the 

real-time data parameters transmitted by the data communication line in the diagnostic socket to the computer 

diagnostic instrument in a serial manner. When the diagnostic instrument receives these data, it can translate them 

into responding numbers or characters according to the communication protocol, which is beneficial for 

automobile maintenance personnel to analyze automobile faults according to the data. 

Ⅲ. Fault Code and Data Flow Function Analysis 

The so-called data stream refers to the dynamic data of input and output signals of various sensors and actuators of 

electronically controlled vehicles that can be read by the fault diagnosis instrument. When the electronically 

controlled automobile runs normally, the voltage values of the input and output signals of the microcomputer 

control system have a certain change range. When the voltage value of a circuit signal exceeds the specified range 

or the signal can not be recognized by the microcomputer, the microcomputer judges that this part of the circuit is 

faulty and stores the fault in its internal random access memory in the form of code. Generally, the fault self-

diagnosis system of electronically controlled vehicles has the function of driving record, which can record the 

relevant data during the driving process. Through the computer fault detector, the actual instantaneous values of 

input and output signals of various sensors and actuators can be displayed on the display screen in the form of data 

table, which is the data flow function [11]. Data flow refers to transmitting the real-time data parameters of the 
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control computer to the diagnostic instrument in a serial way through the data communication line of the control 

system in the diagnostic socket. In the data stream, it includes the information of fault codes, the real-time 

operation parameters of the control computer, and the mutual control instructions between the control computer 

and the diagnostic instrument. According to the display mode of automobile fault diagnosis instrument, automobile 

data flow is divided into numerical parameters and state parameters. Numerical parameters refer to the unit 

parameters that change within a certain range, and are often used to express the working voltage, pressure, time, 

temperature, speed, etc. of each component in the electronic control system. State parameters usually represent the 

working state of switches or solenoid valves in electronic control systems. Figure 1 shows the structure of 

intelligent fault diagnosis system based on polyphase support vector machine. 

 

Fig.1 Intelligent Fault Diagnosis System Structure 

Generally, the self-diagnosis system can only monitor the circuit signals of the electronic control system, and can 

only monitor the range of signals, but cannot monitor the changes of sensor characteristics. If the sensitivity of the 

sensor decreases for some reason, the self-diagnosis system has no fault code output, although the engine does 

show fault. At this time, with the help of data flow function, analyze and judge according to the engine fault 

phenomenon, so as to find and eliminate the fault. When the soft fault occurs in the electronically controlled engine, 

the actual instantaneous data of the engine measured by the data flow function of the fault detector can be 

compared with the normal value, and the data beyond the normal range and with deviation can be determined. 

Using the data flow function, the fault type and fault location can be accurately judged. 

Ⅳ. Fault Diagnosis of Automotive Electronic Control System Based on Data Flow Analysis 

The instantaneous data values of the input and output signals of various sensors and actuators in automobile 

operation can be displayed on the display screen in the form of data stream through the microcomputer fault 

analyzer. In this way, it can be judged whether the microcomputer control system works normally according to the 

changes of various data of the control system during the automobile working process. Through the analysis of the 

acquired data stream, we can know the working state information of various sensors and actuators of the 

automobile electronic control system in real time, master the running status of the automobile, and judge whether 

the automobile electronic control systems work normally. By analyzing the change time of the acquired data 

stream values, we can see whether the working time limit exceeds the normal range. Time limit refers to the 

number of times that should occur in a certain unit time, or the state that should be reached. When the throttle is 

slowly opened from idle position to full open position, the intake air quantity and injection time increase uniformly 

with the throttle opening. When the accelerator pedal is pressed down quickly, the data value of air intake is still 

normal, but the data value of throttle opening changes abnormally. 

When there is no fault code or the indication of fault code is wrong, read the dynamic data stream of the electronic 

control system through the fault diagnosis instrument, and accurately diagnose the cause and position of the fault 

by numerical analysis or correlation analysis of the relevant parameters in the data stream. When the fault comes 

from inside, the neural network module on each component can get the diagnosis result quickly and find the faulty 

component quickly. Figure 2 shows the framework of fault diagnosis system. 
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Fig.2 The Framework of the Fault Diagnosis System 

After cleaning the throttle body, the angle of the engine with good performance can quickly adaptively reach the 

normal range even if the basic setting is not made. If everything else is normal, the mixture should become thinner 

when there is a large amount of intake air, but the result is that the mixture is too rich, so it is reasonable to think 

that there is a deviation between the intake air signal and the actual situation, resulting in corresponding changes in 

other data. The size and occurrence time of automobile data flow values reflect the performance and actual 

working state of automobile engine or automobile electronic control system, and there may be causal or correlation 

between the data. Therefore, mastering relevant data flow analysis methods is very effective for diagnosing the 

fault nature and fault location of electronic control system. In automobile fault judgment, the time analysis method 

is often used to judge whether the oxygen sensor signal is faulty. Because the signal of oxygen sensor requires 

signal voltage and voltage change, it can be accurately judged whether it fails or not through the change frequency 

of signal voltage. The frame structure of fault diagnosis system for electronically controlled automobile engine is 

shown in Figure 3. 

 

Fig.3 Frame Structure of Engine Fault Diagnosis System 

When repairing some vehicle types, it is impossible to correctly judge whether a component is good or bad because 

there are no relevant detailed maintenance technical data and detailed standard data. In this case, it is usually 

possible to compare the data flow of the same system with that of the same vehicle type, and determine whether the 

faulty vehicle components are faulty according to the comparison results. Generally, the self-diagnosis system can 

only monitor the circuit signal and signal range of the electronic control system, but cannot monitor the change of 

sensor characteristics. The intelligent platform for fault diagnosis based on data flow analysis is shown in Figure 4. 
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Fig.4 Intelligent Fault Diagnosis Platform 

Simulated faults of various sensors, such as abnormal operation and serious deviation, cannot be detected by fault 

code function [13]. You cannot completely rely on this function when diagnosing faults. If the sensitivity of the 

sensor decreases for some reason, although the engine does have fault performance, the self-diagnosis system has 

no fault code output. At this time, the data flow function should be used to analyze and judge the engine fault 

phenomenon, so as to find and eliminate the fault. When the change frequency of signal voltage does not conform 

to the standard number within the specified time, it proves that it has a fault. If it is less than the standard value, it 

means that the response of oxygen sensor is slow. The law and range of numerical changes of the acquired data 

stream are analyzed, and whether the measured object is normal or not is judged by analyzing and comparing the 

measured values with the standard values of normal conditions. In some cases, the fault code may not be reflected, 

but the data flow function can be used to accurately judge the type and location of the fault. Therefore, the data 

flow function should be fully utilized and developed to improve the efficiency of fault diagnosis for electronically 

controlled vehicles. 

Ⅴ. Conclusions 

With the wide application of electronic technology in automobiles, there are more and more electronic devices in 

automobiles, and the maintenance work of automobiles becomes more specialized and more complicated. In the 

fault diagnosis of electronically controlled vehicles, the data flow function should be actively used while using the 

fault code function. Using the data flow function, the fault location can be found accurately, the loss caused by 

blind disassembly can be avoided, and the accuracy of fault diagnosis can be improved. If there is no fault code or 

the indication of fault code is wrong, the data flow can be read from the diagnostic interface of the automotive 

electronic control system by a diagnostic instrument, or the relevant data can be detected from the input and output 

terminals of the electronic controller by a multimeter and an oscilloscope, and the data flow analysis can be carried 

out according to the numerical value of the detected data, the correlation or causal relationship between the data, 

etc., so as to accurately diagnose the faults of the automotive electronic control system. It is necessary to master the 

analysis method of data flow, find out the cut-in point, grasp the main contradiction, and make a comprehensive 

analysis to make an accurate judgment. With the continuous improvement of automobile technology, the function 

and method of data flow function in fault diagnosis of electronically controlled automobile also need continuous 

research and improvement. 
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